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Threat Surface

The cloud has completely transformed IT over the last few 
years. Applications are virtualized, dis-aggregated and 
containerized, consumed on-demand, and distributed over 
private and public infrastructure. This virtualization of IT is now 
extended to the underlying networks, WAN and LAN, and the 
related Network Security Systems that make the internet.

Although legacy hardware-based physical network functions 
still constitute the overwhelming majority of the 
communication infrastructure. Network and Security functions 
too are becoming more and more virtualized, containerized 
and distributed dynamically in order to replicate the 
operational and cost efficiency that has benefited the 
application layer above. 

This heterogeneous ensemble of ever-evolving, 
hyperconnected and continuously reconfigured systems, and 
devices has a flip side which is the exponential engineering 
complexity and cost to secure it all. 
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Even closed and static Networks are potentially 
vulnerable to Security attacks let alone 
“cloud-based” hyperconnected and dynamic 
architectures which are hence becoming a 
major headache for Security experts. New 
doors are being opened and new threats 
emerge as Networks are virtualized and 
distributed. This is further compounded by the 
sheer number of devices now hanging off these 
virtualized Networks. The dramatic growth in 
connected devices involving a wide variety of 
technologies and vendors are opportunities for 
the creative and well-informed hacker 
community. IoT devices, for instance, particularly 
the Industrial IoT type (at the heart of the 
industry 4.0 momentum), are now becoming a 
prime target. 

In a continuously changing geopolitical 
environment, Cybersecurity professionals are 
required to respond quickly and flawlessly to 
combat potentially devastating threats. The 
cyber-defense workload has never been higher, 
yet virtualization and containerization of 
architecture make for an even more difficult 
job rather than an easier one. The good old 
device-based Security policy ‘manual’ 
management is not an appropriate practice 
anymore to deal with the expanded tech zone 
to secure and, as a consequence, a new
generation of Orchestration and Automation 
solutions for Remediation are emerging. 

A perfect illustration of this is the recent rise of 
the so-called SOAR industry segment (Security 
Orchestration Automation Response). This 
recent ‘catching up on cloud’ by the Security 
industry players, albeit needed, may not be 
comprehensive enough to properly address the 
challenge.

With Network boundaries dissolving and 
networks themselves made up of complex 
sub-technologies from multiple vendors with 
diverse backgrounds (cloud, security, apps, 
etc.), intruders have more chances to gain 
access and cause damage. Such attacks may 
be from inside or outside the Network, making 
any part of it vulnerable, including the radio 
and core ones. 

“Cloudification of 
Network and Security is 
dramatically expanding 
the threat surface!”

THE CYBERSECURITY 
WORKLOAD CHALLENGE
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The talent and expertise shortage (and geographical 
concentration of it) in the IT Security industry is a 
notorious and painful fact for most, if not all, CIOs. As 
AI and machine learning technologies aim at 
improving the efficiency of SOC teams and reduce the 
HR needed through Automated Security Responses, 
the expansion of the threat surface (via the 
cloudification of architectures) may, in turn, slow the 
expected progress. 

Most SOAR products emerging are in 
reality an evolution of the SIEM and 
BPM market applied to Security with a 
machine learning twist. The benefit of 
these process Automation tools will be 
limited to a confined domain and set 
of vendors supported. The bulk of their 
innovation lies in the learning from the 
collected data (typically from SIEM 
platforms) and the execution of 
Automated processes designed for the 

supported Security vendors (through their EMS or 
vendor-specific Orchestrator). Yet, if a Remediation 
strategy implies more than the supported vendors or 

“Automating the 
Security domain in 
isolation is just solving 
half the problem”

Therefore, scaling the Orchestration and Automation of Security Remediation 
is not only about automatically adjusting one vendor-specific or 
function-specific security appliance (or family of appliances), rather it is about 
holistically reconfiguring the infrastructure continuum starting with the entire 
span of the network domain itself up to the devices connected through it.

Cloudification of workloads means that boundaries are vanishing and/or vary 
rapidly over time, hence, for Security Automated Remediation to live up to 
the digital transformation dream an Integrated approach to Security 
Orchestration and Automation Response (I-SOAR) in a multi-domain, 
multi-vendor highly variable architectural scenarios is now required.
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worse still, more than the Security domain 
itself, then the Automation journey stops right 
there and the HR cost and Remediation 
complexity goes exponential again. 

As cloud transformation fuels the convergence 
between what used to be siloed teams and 
practices (Network, DataCenters, Security and 
IT), the industry should also pay attention to 
the Integration of Remediation processes in 
the larger corporations and the Telcos/MSSPs 
serving them. 

A DevSecOps culture must emerge for the 
continuous design of Security Automation and 
Remediation solutions to keep the Security 
level to the highest standards and the cost of 
delivering them under control.

Operational practices should evolve too. A 
greater involvement of Network architects in 
Security solution design is needed in order to 
guarantee a 360° multi-domain perspective to 
Security Automation.

MORE AUTOMATION 
REQUIRES BETTER
INTEGRATION

An Agile disintermediation paradigm 
abstracting domains and vendors and 
providing for easy development of 
Orchestration processes over them, is the 
cornerstone of such an Integrated approach to 
Security Automation and Remediation.

The abstraction provided through software 
should remain vendor, standards, and domain 
agnostic, hence enabling the Integration of any 
vendor-specific protocol or syntax for the scope 
of the Remediation scenarios to encompass 
the entire infrastructure continuum to secure 
(from WAN to IoT, via cloud and 5G). 

Those fundamental criteria have been the 
pillars of the MSActivator Orchestrator 
engineered by UBiqube, which today paves the 
way to Integrated SOAR implementation in a 
wide variety of use cases ranging from 
SmartCity up to next-generation Security 
Services Deployment for the leading MSSPs 
and Service Providers worldwide.
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The key to engineering Agility at the core of the 
MSActivator has been a bottom-up approach 
to Automation rather than a process down. It 
started with the abstraction of the 
infrastructure continuum as a whole, through 
one single disintermediation layer, exposing a 
simple API for the Automation engineer to 
build its processes (response playbooks) 
regardless of the underlying vendors, systems 
and technologies involved. 

The key feature our engineering talent aimed 
for was “development agility” all over the 
lifecycle of any service or process being 
implemented through the MSActivator. This 
has become fundamental to the DNA of the 
platform and has made it a compelling 
solution for many tier-one Security Service 
Providers as they redesigned their SOC and 
sought an Orchestration and Automation 
technology that would help them embrace 
new Security solutions and vendors and new 
market opportunities as they come. 

The Integration journey with the MSActivator 
starts with the onboarding of all of the vendors, 
systems, domains, functions to be consumed in 
an Automation process (the response part of a 
Security playbook). An adaptor editor provides 
the ‘MSActivator Certified Engineer’ with a 
means to populate an ‘Adaptor Library’ without 
limitation over time. This very library will be 
called upon by the Automation processes to 
reconfigure any of the infrastructure-related 
components. The engineer designing these 
‘Managed Entities Adaptors’ may be agnostic 

*Integrated Security Orchestration, Automation and Response
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to the IT and/or Security Automation 
agenda occurring at the layers above. By 
the same token, the Security Automation 
engineer is now relieved from having to 
master every vendor-specific syntax and 
can focus on designing the steps in the 
Remediation process itself on common 
process programming editors.

Cutting the umbilical cord between the multi-domain and multi-vendor infrastructure layer 
(device or cloud-based) and the process Orchestration layer, eliminates the dependency on 
vendor-specific skills and associated HR costs and delays. It unleashes the ‘Remediation’ 
creativity and opens up a new realm in DevSecOps collaboration while keeping the ability to 
‘Integrate’ on the go best of breed technologies and practices (AI and Machine learning or 
the latest innovation in Security feature/practice). In an IT world, stormed by numerous 
transformational forces (technical, political and economical), an Integrated approach to 
Security Automation and Orchestration is the safe path to digitalization. 

“MSActivator is used by leading 
DevSecOps teams to design and 
Automate Security processes in 
multi-domain scenarios: 
SmartCity, Edge Compute, 
converged MSSP, etc...” 

MSActivator modules used as I-SOAR by DevSecOps teams
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